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Question 1

(a) Compare connectionless and connection-oriented protocols.
Connectionless protocol:

· Delivery not guaranteed

· Less overhead since no management of connections

· No packet sequencing and sorting

· Faster

1 mark for each point (4 marks)
Connection-oriented protocol:

· Delivery guaranteed

· Connection must first be established before data transfer occurs. Connection terminated after data transfer complete

· Packets are sequenced and sorted

· Slower

1 mark for each point (4 marks)
(b) Describe the CSMA/CD method of cable access.
· Devices listen to channel to determine whether another computer is sending data
· If not, they send their data. if the channel, is busy the device waits a random time and then checks again
· If two stations transmit simultaneously, a collision occurs
· The sending stations involved in the collision then sends a jamming signal to alert all stations to the collision
· They then wait a random time before attempting to resend their data
 1 mark for each point (5 marks)
(c) Discuss the Dynamic Host Configuration Protocol (DHCP).
· DHCP was developed to reduce the administrative overhead in assigning IP addresses

· The DHCP server must be reconfigured with a block of available IP addresses and their subnet masks

· To receive its address from the server, each computer must be configured to request its address configuration

· Each time a computer requests an address, the server assigns one until it has no more  addresses to assign

· A computer leases the address assigned to it by the server. When the lease expires, the computer can renew it and keep the address

1 mark for each point (5 marks)
(d) Describe the Token Ring network architecture

· Physical star topology but logical ring topology

· Uses token-passing channel access method. Receives token from Nearest Active Upstream Neighbour (NAUN)

· Passes token to Nearest Active Downstream Neighbour (NADN) if token is not in use computer can attach data to it and send to NADN

· Each computer checks if it is the destination. If not it recreates token and data  and passes it to NADN

· Destination computer sends data to upper levels for processing, toggles two bits in the token to indicate data was received and sends token back to sender. When sender receives this token it frees token and passes it along

· Provides equal access to all computers

· Network performance steady even with many users

· Uses larger packets, between 4000 and 17 800 bytes with no collisions 

· Originally operated at 4 Mbps, but newer version increased speed to 16 Mbps

1 mark for each point. 7 points total (7 marks)
Total 25 Marks
Question 2
The following are tools used for the testing of networks. Write short notes on each, giving an example of where it can be used:
i. Voltmeter






(5)





· A Voltmeter/Ohmmeter is a well known device used to measure voltage, resistance and continuity.

· It is frequently used when troubleshooting computer hardware problems. However, few people realize how valuable it can be when isolating cable problems.

· A Voltmeter can be used to check: cable continuity and terminator resistance. Other than the terminator resistance reading, the two most common readings you will most likely encounter are zero resistance and infinite resistance.
2 marks for any 2 points listed & 1 mark for an example of where it can be used. (5 marks)

ii. Time Domain Reflectometer




(5)
· A TDR is a highly sophisticated line test device. In most cases, however, modern TDRs have been designed as a small, easy to use device that many technicians consider an invaluable troubleshooting tool.

· A TDR works by sending out a signal and looking at the characteristics of the return signal.

· It is very useful in determining/pinpointing cable problems such as breaks.

2 marks for any 2 points listed & 1 mark for an example of where it can be used. (5 marks)

iii. Cable Testers






(5)
· Cable testers can be used to check the condition of network cables such as UTP. 

· They can also be used to monitor traffic.

· Traffic to or from a specific computer can be monitored as well. A cable tester can be used to: check for excessive collisions, check for beaconing, locate bad cable segments, locate bad network adapter cards.

2 marks for any 2 points listed & 1 mark for an example of where it can be used. (5 marks)

iv. Network Monitors





(5)
· A Network Monitor is a software tool that tracks network transmissions. One of the most popular network Monitor is Microsoft Network Monitor. 

· Microsoft Network Monitor provides administrators with the means to detect and troubleshoot problems with the network. Administrators can capture and display packets or frames directly from the network.

· It can help do such things as: monitor collisions, analyze bad packets, evaluate short frames, monitor bandwidth usage, resolve network bottlenecks..

2 marks for any 2 points listed & 1 mark for an example of where it can be used. (5 marks)

v. Protocol Analyzers





(5)
· This tool can also capture network data, it is similar to a network monitor. However, it is usually a hardware device rather than a software tool.

· Analyzers can range from an add on circuit board to a an actual computer. In addition, analyzers almost always contain a TDR.

· Analyzers can be used to: locate bad cable segments, evaluate short frames, analyze bad packets, resolve network bottlenecks.

2 marks for any 2 points listed & 1 mark for an example of where it can be used. (5 marks)

Total 25 Marks

Question 3
(a) Write short notes on Crosstalk and Electromagnetic Interference.

Crosstalk is current induced in one circuit as a result of current flowing through another circuit (1) in close proximity (1). Also, interference which occurs when cables are too close to each other (1), resulting in loss or corruption of data (1)
Electromagnetic interference is noise signals injected into a circuit from the environment (1) generated by other electrical equipment (1) or from the switching and amplification circuitry of the network equipment itself (1). 

1 mark each. (7)
(b) What are the four main types of transmission media in use today?

· Copper cables – widely used for terrestrial networks where very high data transmission rates are not required and where immunity to airborne electrical interference is not important (1).

· Fibre optic cables – used for high-speed terrestrial networks or where a network will be located in an environment that carries high levels of electrical noise (1).  

· Radio & microwave transmission – used in environments where mobility is important, where it is impractical or expensive to install cabling, or where satellite communication is involved (1). 

· Infra-red transmission – used for similar reasons to radio & microwave transmission. However, its use in networking is almost exclusively confined to transmission within a building (1). 

1 mark each. (4)
(c) Write short notes relating to the following Unshielded twisted-pair cables:

i. Category 1

ii. Category 3

iii. Category 5

Category 1 cable is traditional telephone wire capable (1) of carrying voice but not data (1).

Category 3 cable contains four twisted pair (1) and is capable of data transmissions of up to 10 Mbps per second (1).

Category 5 cable also contains four twisted pair (1) but is capable of transmission speeds of up to 100 Mbps per second (1). 

1 mark each. (6)

(d)  Give four (4) advantages of using Fibre optic cable.
· It supports extremely high bandwidth (2Gbps) (1)
· It’s immune to EMI (1)
· High reliability and security (1)
· Extremely low attenuation (1)






1 mark each. (4)

(e)   What is meant by baseband and broadband transmission?

In baseband transmissions, the cables carry a single high-speed signal (2).

With broadband transmissions, the cables carry multiple signals each at a different frequency (2). 

2 marks each. (4)

Total 25 marks
Question 4 

(a) Explain briefly what is meant by link configuration? Outline the two basic types of linking, and show how these can be used to construct different network topologies. 

Links form the building blocks of network elaboration (1). 2 basic link configurations: point to point and multipoint (1).

Point to point: communications through adjacent nodes, non-routing and routing modes (2).








Multi point: single link on a shared media, one node talks, many listen, media access procedure (2).




Marks allocated as indicated. (6)

(b) What is meant by the term “Network Topology”? Give 2 examples, illustrating each with a diagram.
Network topology is the arrangement of links and nodes that make up a network (1). 

Examples:

1. Bus
2. Ring 

3. Star

4. Mesh

5. Tree 

6. Hybrid

Any two of these along with diagrams. 1 mark per example. 1 mark per diagram.

Marks allocated as indicated. (5)

(c) Provide a short explanation of what is meant by physical and logical topologies.

Physical topology stands for the configuration of cables, computers and other peripherals e.g. Bus topology (2). 
Logical topology defines the path followed by the data traffic in traversing the network e.g. CSMA/CD or token ring (2). 
Marks allocated as indicated. (4)

(d) A Token Ring is implemented with the same physical topology as its native logical topology. List and comment on the weak points of such a set-up.

1. Cabling is not structured

2. Single node or single segment failure will lead to total LAN breakdown. 

3. Physical reconfiguration – addition and removal of nodes, movement of equipment – is active and time consuming.

Allocate 1 mark per correct answer. (3)

(e) List the activities involved in fault management.

Activities performed in fault management are:

1. Logging faults into categories

2. Filtering alarms

3. Prioritizing alarms

4. Clearing alarms

5. Recording faults statistics

6. Recording equipment repair

1 mark each to a maximum of 4 marks. (4)

(f) List three considerations that are taken when choosing a network topology.

1. Money

2. Length of cable needed

3. future growth

4. cable type 

1 mark per correct answer. Maximum of 3 marks. (3)
Total 25 Marks

Question 5 

(a) Discuss and describe the following Computer Network Protocols:

i.
TCP/IP







This is a de facto suite of wide area protocols (1) developed within the computing community, mainly as a result of Ethernet and Unix communication and distributed processing needs (1), and implemented widely on major manufacturer’s equipment (1). It is, of course, now the major protocol suite on the internet (1).





1 mark each as shown. (4)

ii.
NetBEUI






This is a proprietary lightweight protocol (1) for communication on Windows networks which uses the NETBIOS (1) procedural interface between Windows operating systems. It is no longer installed by default with Windows Operating Systems (1).
1 mark each as shown. (3)

iii.
IPX/SPX







This is a proprietary wide area protocol introduced by Novell (1) for use on NetWare server and client networks (1). It has architecture similar to TCP/IP (1), and is supported by a protocol module under the Windows operating system (1).

1 mark each as shown. (4)

(b) Name the seven layers of the OSI Protocol Stack and give a brief explanation of each layer.

OSI Protocol Stack




The Open Systems Interconnection (OSI) protocol stack is a protocol stack divided into 7 named layers which was intended to have universal support in providing a set of layered functions, as described briefly below:

· Layer 7 Application – Gives network access to user application and system services.

· Layer 6 Presentation – Converts data in to a form that can be read by the Application layer.

· Layer 5 Session – Establishing, maintaining and terminating application communication.

· Layer 4 Transport – Has responsibility for ensuring data is correctly received by destination.

· Layer 3 Network – Routing of data through a network, irrespective of lower layers.

· Layer 2 Data Link – Place and remove data from the network in a form required by the Physical layer.

· Layer 1 Physical – Transfer of data on the network across cables using electrical signaling standards.

Prior to the ISO OSI work, the TCP/IP protocol suite was in wide use with implementation from many software and system suppliers. It was expected that the suite of protocols would be replaced by the ISO OSI standards, but this has failed to materialize through lack of agreement and possibly loss of purpose. 

1 mark for each layer and 1 mark for each explaination. (14)

Total 25 Marks
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